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O s Executive summary

This document offers DIGITALEUROPE’s contributions to the European
Supervisory Authorities' discussion paper on implementing measures
under the Digital Operational Resilience Act (DORA) . It focuses on
aspects such as criticality criteria, degree of substitutability and oversight
fees..

O W asm Indicative process for criticality assessment

» Clarity is needed in relation to how each criterion is weighted against
the others. It would be challenging to accurately assess if the criteria
are appropriate, without clarity on the weighting given to each criterion
and the relationship between them. As a methodology for designation,
it may be more appropriate for the criteria to be read sequentially.
Thiscan reduce the initial broad list of services considered. For
example, criterion 1 focuses on identifying ICT services provided to
financial entities that may have an impact on the “stability, continuity, or
quality of the provision of financial services”. Yet, this factor is not
reflected in the indicators 1.1 and 1.2, which instead focus only on
whether all ICT services are received from the same ICT TPP. If the
indicators for criterion 1 are revised, the initial review could reduce the
list of services under consideration to only those impacting the stability,
continuity, or quality of financial services. Following this, criterion 2
could be applied to further narrow down the list by assessing whether
these relevant services are provided to G-Slls and O-Slis. Then,
criterion 3 can then be applied, and the list may be further reduced by
focusing on whether the listed services are for critical or important
functions, and whether they are provided by the same source ICT TPP.
A final round of reductions to the list could then be achieved by applying
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criterion 4. This involves removing references to services that are
readily substitutable.

We believe that it is necessary to consider the notion of "regionality” in
the criteria. This triage would filter out TTPs that have a very high
presence in a specific region, but whose presence is not as
representative on a pan-European presence. An operational failure of
this type of TPP would have a substantial negative impact in a certain
region with a risk of contagion to financial institutions in other regions
(due to their dependencies).

O X s Criterion 1. Impact on Provision of Financial
Services
» We recommend that indicators 1.2 and 1.3 include the notion of
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'supporting critical or important functions'. As proposed, the criticality
criteria are not sufficiently risk-based. Ths may therefore cause an
increase in oversight burden associated with a decrease in overall
oversight quality. This is because such an approach would likely result
in disproportionately lengthy lists of designated CTPPs, which are not
necessarily linked to critical or important use cases.

For example, we observe that criterion 1 does not have an association
in step 1 with critical or important functions. As currently drafted,
Indicator 1.3 does not align with DORA Art 31(2)(a). Further, Art
31(2)(a) is limited to the impact on the stability, continuity or quality of
the provision of financial services. It does not extend to the impact on
the services, activities and operation of financial entities generally (i.e.
beyond their provision of financial services). Given that Indicators 1.1
and 1.2 are very broad (i.e. entailing any financial entities using the
services), it is crucial that the Step 2 indicator is properly scoped and
consistent with the focus of Art 31(2)(a).

O X" Criterion 2: Importance of Financial Entities
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We believe that indicators 2.1 and 2.2 should address “reliance” on ICT
services providers (as opposed to mere “use”). We suggest a
replacement of the wording accordingly. As currently drafted, Indicators
2.1 and 2.2 do not align with DORA Art 31(2)(b). Art 31(2)(b) refers to
financial entities that “rely” on the ICT TPP. Merely using an ICT service
should not automatically equate to "reliance”. The latter necessarily
entails some level of impact on systemic or important activities if the
ICT services were unavailable. It is crucial to address reliance in
Indicators 2.1 and 2.2., since the Step 2 indicator only addresses
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interdependence between financial entities, and not the reliance each
financial entity places on the ICT services.

O s Criterion 4: Degree of Substitutability

» We believe that indicators 4.1 and 4.2 require clear definitions of /
thresholds for the terms of “alternative” or “complex / difficult”. These
indicators are highly subjective. Without a common understanding of
such terms, different financial entities using the same ICT services may
report differently substitutability. This would compromise the reliability
of these indicators.

O X" Part Il: Oversight Fees

» We believe considerations on oversight fees highlight the need for
flexibility in estimating expenditure incurred, and the possibility to
reassess fees from one year to another. The discussion paper valuably
underlines the challenge of distinguishing between revenues generated
by ICT services supporting critical functions on the one hand, and those
supporting non-critical functions on the other hand. However, the paper
does not propose an alternative criterion or method to determine the
applicable turnover based on the criticality of functions supported by
ICT services. Article 43 of DORA suggests that the fees shall cover the
Lead Overseer’s necessary expenditure related to executing oversight
tasks. Yet, the ESAs’ suggestion to take into account all CTPPs
services would lead to a higher revenue base than the real oversight
costs. This issue could be addressed by introducing a provision that
includes ‘effort’ in the calculation of the fees. In this manner, the fees
would be proportionate to the effort of the Lead Overseer in the
execution of its tasks. In detail, this could be achieved by allocating
hours/FTE days as a way to measure effort.

O e Methods of Calculation of the Oversight Fees

» We recommend that the Delegated Act focuses on providing more
certainty about in-scope ICT services for the purposes of the fees. It
would not be proportionate to set the basis for calculating the fees on
the turnover generated by all the services provided by a CTPP,
regardless of their relevance to DORA or financial entities. This is
especially relevant since the ESAs contemplate that such revenue may
not be limited to services provided to financial entities or even to users
in the EU.
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About DIGITALEUROPE

DIGITALEUROPE is the leading trade association representing digitally transforming industries in
Europe. We stand for a regulatory environment that enables European businesses and citizens to
prosper from digital technologies. We wish Europe to grow, attract, and sustain the world’s best digital
talents and technology companies. Together with our members, we shape the industry policy positions
on all relevant legislative matters and contribute to the development and implementation of relevant EU
policies, as well as international policies that have an impact on Europe's digital economy. Our
membership represents over 45,000 businesses who operate and invest in Europe. It includes 102
corporations which are global leaders in their field of activity, as well as 41 national trade associations
from across Europe.

Corporate Members

Accenture, Airbus, Applied Materials, Amazon, AMD, Apple, Arcgelik, Arm, Assent, Autodesk, Avery
Dennison, Banco Santander, Bayer, Bosch, Bose, Bristol-Myers Squibb, Brother, Canon, CaixaBank,
Cisco, CyberArk, Danfoss, Dassault Systemes, DATEV, Dell, Eaton, Epson, Ericsson, ESET, EY,
Fujitsu, GlaxoSmithKline, Google, Graphcore, Hewlett Packard Enterprise, Hitachi, Honeywell, HP Inc.,
Huawei, ING, Intel, Johnson & Johnson, Johnson Controls International, Konica Minolta, Kry, Kyocera,
Lenovo, Lexmark, LG Electronics, Mastercard, Meta, Microsoft, Mitsubishi Electric Europe, Motorola
Solutions, MSD Europe, NEC, Nemetschek, NetApp, Nintendo, Nokia, Nvidia Ltd., Oki, OPPO, Oracle,
Palo Alto Networks, Panasonic Europe, Pearson, Philips, Pioneer, Qualcomm, Red Hat, RELX,
ResMed, Ricoh, Roche, Rockwell Automation, Samsung, SAP, SAS, Schneider Electric, Sharp
Electronics, Siemens, Siemens Healthineers, Skillsoft, Sky CP, Sony, Sopra Steria, Swatch Group,
Technicolor, Texas Instruments, TikTok, Toshiba, TP Vision, UnitedHealth Group, Visa, Vivo, VMware,
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Waymo, Workday, Xerox, Xiaomi, Zoom.

National Trade Associations

Austria: 100

Belgium: AGORIA

Croatia: Croatian

Chamber of Economy
Cyprus: CITEA

Czech Republic: AAVIT
Denmark: DI Digital, IT
BRANCHEN, Dansk Erhverv
Estonia: ITL

Finland: TIF

France: AFNUM, SECIMAVI,
numeum

Germany: bitkom, ZVEI
Greece: SEPE

Hungary: IVSZ

Ireland: Technology Ireland
Italy: Anitec-Assinform
Lithuania: Infobalt
Luxembourg: APSI
Moldova: ATIC
Netherlands: NLdigital, FIAR
Norway: Abelia

Poland: KIGEIT, PIIT, ZIPSEE
Portugal: AGEFE

Romania: ANIS

Slovakia: ITAS

Slovenia: ICT Association of
Slovenia at CCIS

Spain: Adigital, AMETIC
Sweden: TechSverige,
Teknikforetagen
Switzerland: SWICO
Turkey: Digital Turkey Platform,
ECID

Ukraine: IT Ukraine

United Kingdom: techUK



